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Mathematics of Metrology







Mathematics plays an important role in the science of metrology. Mathematical models are needed to understand how to design effective measurement systems, and to analyze the results they produce. Mathematical techniques are used to develop and analyze idealized models of physical phenomena to be measured, and mathematical algorithms are necessary to find optimal system parameters. Finally, mathematical and statistical techniques are needed to transform measured data into useful information. The goal of this work is to develop fundamental mathematical methods and analytical tools necessary for NIST to continue as a world-class metrology institute, and to apply them to critical measurement science applications.
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Advanced Materials

Delivering technical support to the nation’s manufacturing industries as they strive to out-innovate and out-perform the international competition has always been a top priority at NIST. This has also emerged as a major White House priority in recent years, in which NIST is playing an increasingly central role. Mathematical modeling, computational simulation, and data analytics are key enablers of emerging manufacturing technologies. This is most clearly evident in the Materials Genome Initiative, an interagency program with the goal of significantly reducing the time from discovery to commercial deployment of new materials through the use of modeling, simulation, and informatics. ACMD’s role in advanced manufacturing centers on the development and assessment of modeling and simulation tools, with emphasis on uncertainty quantification, as well as support of NIST Laboratory efforts in such areas as materials modeling and smart manufacturing.
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High Performance Computing and Visualization



Computational capability is advancing rapidly, with the result that modeling and simulation can be done with greatly increased fidelity (e.g., higher resolution, more complex physics). However, developing the requsite large-scale parallel applications remains highly challenging, requiring expertise that scientists rarely have. In addition, the hardware landscape is changing rapidly, so new algorithmic techniques must constantly be developed. We are developing and applying such expertise for application to NIST problems. In addition, computations and laboratory experiments often produce large volumes of scientific data, which cannot be readily comprehended without some form of visual analysis. We are developing the infrastructure necessary for advanced visualization of scientific data, including the use of 3D immersive environments and applying this to NIST problems. One of our goals is to develop the 3D immersive environment into a true interactive measurement laboratory. 
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Quantum Information



An emerging discipline at the intersection of physics and computer science, quantum information science is likely to revolutionize science and technology in the same way that lasers, electronics, and computers did in the 20th century. By encoding information into quantum states of matter, one can, in theory, exploit the seemingly strange behavior of quantum systems to enable phenomenal increases in information storage and processing capability, as well as communication channels with high levels of security. Although many of the necessary physical manipulations of quantum states have been demonstrated experimentally, scaling these up to enable fully capable quantum computers remains a grand challenge. We engage in (a) theoretical studies to understand the power of quantum computing, (b) collaborative efforts with the multi-laboratory experimental quantum science program at NIST to characterize and benchmark specific physical implementations of quantum information processing, and (c) the demonstration and assessment of technologies for quantum communication.
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Before the invention of quantum theory, theories of physics obeyed the principle of local realism.  In theories that obey realism, all possible measurement results are determined and fixed before the

measurement occurs, though that result might be random and hidden. In local realistic theories, the hidden measurement results cannot be communicated between entities faster than the speed of light. The principle of local realism constrains the probability distributions that can be produced by local realistic systems. In 1964, John S. Bell described those constraints with a system of inequalities involving probabilities of measurement outcomes. Bell also showed that quantum physics can violate local realism. Last year year, ACMD researchers participated in a NIST led team that achieved a loophole-free test of local realism [1], demonstrating that local realism is violated with strong statistical significance. 



In 2006 it was discovered that tests of local realism could be used to generate random bits for cryptographic applications in a device-independently secure manner [2]. This means that, given a secure random seed, trust in the unpredictability of the secure string of bits can be derived solely from the outcomes of the Bell experiment, without needing to trust the internal workings of the hardware- even under the most pessimistic assumption that the hardware was provided by an untrustworthy adversary. 



[bookmark: _GoBack]This year ACMD researchers used the data from the loophole-free Bell test to produce such a string of uniformly random bits. Production happens in two steps: (1) entropy estimation and (2) randomness extraction. During entropy estimation, one quantifies the amount of secure randomness available in the data from the test of local realism. ACMD researchers developed a new entropy estimation algorithm that, unlike already existing algorithms, is sensitive to the low level of randomness per trial that was present in the experiment. During randomness extraction, one converts the data from the test of local realism, which is highly biased and whose distribution drifts in time, into a string of uniformly distributed random bits. ACMD researchers customized an implementation of the Trevisan extractor [3] and used it to extract the bits. The extractor customization includes a streaming feature that provides continuous operation, which will be required by applications like the NIST Randomness Beacon. These tools allowed ACMD researchers to extract 256 random bits that are uniform to within 0.001 and cannot be predicted within any physical theory that allows one to make independent measurement choices and limits all signals to travel no faster than the speed of light.



A long-term goal for this project is integration of the test of local realism with the NIST Randomness Beacon [4], a cryptographic service being run by the Computer Security Division. The NIST Randomness Beacon provides a public source of cryptographically signed random bits produced by conventional hardware random bit generators. Current work at NIST includes engineering to develop the technology used in the test of local realism into a reliable device that can be operated continuously for long periods without human oversight. Such a device could be integrated as an entropy source for the NIST Randomness Beacon. ACMD researchers are improving algorithms to reduce the amount of seed randomness required for randomness generation and to make the algorithms adaptive in order to extract greater randomness in spite of changing experimental conditions.



Integrating the test of local realism with the NIST Randomness Beacon will provide greater assurance both to NIST and the public that the output of the Beacon is truly unpredictable, which will increase its utility for applications such as unpredictable sampling, new authentication mechanisms, and secure multi-party computation.



Last year’s photonic loophole-free test of local realism demonstrated violation of local realism, but it was not designed to quantify the amount of violation. This year, ACMD researchers collaborated with NIST’s Ion Storage Group to perform to an experiment to quantify the violation of local realism with trapped ions [5]. One can model a series of measurements on entangled particles as if they were produced by a system that, during each measurement, obeys local realism with probability Plocal or maximally violates local realism with probability 1-Plocal. Smaller values of Plocal indicate greater departure from local realism. The trapped ion experiment used a chained Bell inequality (a generalization of the usual Bell inequality) to show Plocal ≤ 0.327 at the 95 % confidence level, which is the lowest value yet demonstrated for any deterministically prepared entangled state. ACMD researchers developed the statistical protocol for bounding Plocal without making assumptions that previous protocols have required. In addition to its relevance to fundamental physics, this experiment demonstrated many essential components of a quantum computer in a single system, so these results can be regarded as a useful benchmark towards the goal of a general purpose quantum computer.



[1] L. K. Shalm, E. Meyer-Scott, B. G. Christensen, P. Bierhorst, M. A. Wayne, M. J. Stevens, T. Gerrits, S. Glancy, D. R. Hamel, M. S. Allman, K. J. Coakley, S. D. Dyer, C. Hodge, A. E. Lita, V. B. Verma, C. Lambrocco, E. Tortorici, A. L. Migdall, Y. Zhang, D. R. Kumor, W. H. Farr, F. Marsili, M. D. Shaw, J. A. Stern, C. Abellán, W. Amaya, V. Pruneri, T. Jennewein, M. W. Mitchell, P. G. Kwiat, J. C. Bienfang, R. P. Mirin, E. Knill, S. W. Nam, A strong loophole-free test of local realism, Physical Review Letters 115 (2015), 250402.

[2] R. Colbeck, Quantum and relativistic protocols for secure multiparty computation. PhD Thesis, University of Cambridge (2006) (http://arxiv.org/abs/0911.3814).

[3] L. Trevisan, Extractors and pseudorandom generators, Journal of the ACM  48 (2001), 860.

[4] NIST Randomness Beacon (https://www.nist.gov/programs-projects/nist-randomness-beacon).

[5] T. R. Tan, Y. Wan, S. Erickson, P. Bierhorst, D. Kienzler, S. Glancy, E. Knill, D. Leibfried, D. J. Wineland, Chained Bell Inequality Experiment with High-Efficiency Measurements, under review (http://arxiv.org/abs/1612.01618).
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Foundations of Measurement Science for Information Systems



Modern information systems are astounding in their complexity.  Software applications are built from thousands of interacting components. Computer networks interconnect millions of independently operating nodes. Large-scale networked applications provide the basis for services of national scope, such as financial transactions and power distribution. In spite of our increasing reliance on such systems, our ability to build far outpaces our ability to secure.  Protocols controlling the behavior of individual nodes lead to unexpected macroscopic behavior. Local power anomalies propagate in unexpected ways leading to large-scale outages. Computer system vulnerabilities are exploited in viral attacks resulting in widespread loss of data and system availability. The actual resilience of our critical infrastructure is simply unknown. Measurement science has long provided a basis for the understanding and control of physical systems. Such deep understanding and insight is lacking for complex information systems. We seek to develop the mathematical foundations needed for a true measurement science for complex networked information systems.
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Mathematical Knowledge Management



We work with researchers in academia and industry to develop technologies, tools, and standards for representation, exchange, and use of mathematical data. Of particular concern are semantic-based representations which can provide the basis for interoperability of mathematical information processing systems. We apply this to the development and dissemination of reference data for applied mathematics. The centerpiece of this effort is the Digital Library of Mathematical Functions, a freely available interactive and richly linked online resource, providing essential information on the properties of the special functions of applied mathematics, the foundation of mathematical modeling in all of science and engineering.
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